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1. TepMUHBbI U COKpaLLEeHUsI

APM — aBTOMaTuanposaHHoe paboyee MecTo

MOH — nepcoHanbHblE faHHbIE

NUCIMNAH — nHhopMmaLmoHHas cuctema nepcoHanbHbIX OAHHbIX
K3 — koHTponupyemas 3oHa

M3 — mexceTeBol akpaH

HC/1 — HecaHKUNOHMPOBaHHbIA AOCTYN K MHOpMaLmn

Bl — BpegoHocHas nporpamMmma

CBT - cpeactsa BbIMNCANTENBHON TEXHUKN

HB — HepeknapupoBaHHblE BO3MOXHOCTU

C3IH - cnctema 3awmThl NEPCOHANbHbLIX AAHHbIX



2. O6wume nonoxeHus

HacTtosiwas nonutuka 6e30nacHOCTU NepCoHanbHbIX AaHHbIX, obpabaTtbiBaeMbix B MAQY
COUWI Ne 6 (nanee - lNonutuka) yctaHaesnueaeT TpeboBaHMA K obecneyeHunio Ge3onacHoCTU
nepcoHanbHbIX AaHHbIX Npyu nx obpabotke B MHPOPMALMOHHBLIX cucTeEMax, NHOPMaLMOHHBLIX
TEXHOMOTUA W TEXHUYECKUX CPEACTB, MO3BONAIOWMX OCYyLEeCTBNATL 00paboTky Takumx
nepcoHanbHblXx AaHHbIX C WCMNOMNb30BaHMEM CpeACcTB asBTomaTusauuu, a TaKke npu ux
HeaBTOMaTM3MpPOBaHHOI obpaboTke.

Monntrka paspaboTaHa B COOTBETCTBUM CO CREAYIOLIMMM 3aKOHAaMWU U HOPMAaTUBHBLIMU
OOKYMEHTaMu:

e KoHcTtutyumeli Poccuiickon ®epepauun, ®enepanbHbim 3akoHom oT 27 uiona 2006 r. Ne

149-03 «O6 uHcbopmaumm, NHPOPMaUNOHHBLIX TEXHONOIUAX N O 3awWuTe MHopMaunny;,

o OeaepanbHbiM 3akoHOM oT 27 uonsa 2006 r. Ne 152-93 «O nepcoHanbHbIX AaHHbIXY;

e [locraHoBneHvem f[pasutensctea P® ot 01.11.2012 r. Ne 1119 «O6 yTBepxaeHum
TpeboBaHuin K 3aLiMTe NepcoHanbHbIX AaHHbLIX MpyU ux obpaboTke B MHPOPMALNOHHBIX
cucTemMax NepcoHanbHbIX faHHbIXY;

e [lpukasom OCTIK Poccum ot 18.02.2013 Ne 21 «O6 yTtBepxaeHun coctaBa U
cofepXXaHUsi OpraHM3auMoOHHbLIX M TexXHU4ecknx Mep no obecnedeHuntio HeszonacHoOCTU
NEPCOHAamNbHLIX AaHHbIX MNpy  ux obpaboTke B  WHPOPMAUMOHHBLIX CcUCTEMAX
NMepcoHanbHbIX AaHHbLIX» W Oonpefensier nopsagoK 3awuTbl MEPCOHAanbHbLIX LaHHBIX,
obpabaTbiBaembix B MAOY COLL Ne 6 (nanee - Onepartop).

Llensio Monutnkn siBnsieTca onpegeneHne tpebosaHuin 6e30macHOCTM K NepcoHarnbHbIM
JaHHbIM, obpabatbiBaeMbiM B MHPOPMAUMOHHBLIX CUCTEMAX MEPCOHANbHbLIX  AAHHbIX
OnepaTtopa 1 npegoTepaLleHne niobdoro HECaHKUMOHMPOBAHHOIO AOCTYMNA K HUM.

OcHoBHbIM hakTopom BesonacHocTu MNOH aBnseTcs opraHnzauns 3PEeKTUBHOIO KOHTPONS
poctyna k lMOH, obpabaTbiBaemMbix B MHGOPMAUMOHHBLIX CUCTEMAxX NEpCOHAaNbHbIX AAHHbIX.
OTcyTcTBME afeKBaTHOrO KOHTPOMA AocTyna MOXeT MNPUBECTU K HeCaHKUMOHWPOBAHHOMY
poctyny k UCIMAx OnepaTtopa.

Tpe6oBaHua HacTosiwen MNonnTukM pacnpocTpaHATCA Ha Beex coTpyaHukoB Onepartopa
(WTaTHbIX, BpEeMeHHbIX, paboTalolmx MO KOHTPaAKTy M T.M.), a TaKkKe BCEX MNpoYux nuy
(noapsaYunkM, ayanTopsl 1 T.M.), CBA3aHHbLIX ¢ 0bpaboTkon MNAH.



3. Mepbl no obecneyeHuto 6esonacHoctu NAH, o6pabaTbiBaeMbIX

OnepaTopom

3.1.CocTtaB u coaepxaHue Mmep rno obecrneyeHuro 6esonacHoctu MNAx

B coctaB mep no obecneyeHuio H6e30nacHOCTU NepCcoHanbHbIX AaHHbIX, peannsyeMbiX B
paMKax CUCTEMbI 3alUUTbl NEPCOHasnbHbLIX AaHHBLIX C yYETOM aKTyarnbHbIX yrpo3 6esonacHocTy
NepcoHanbHbiX AaHHbIX W NPUMEHSEMbIX WH(OPMALMOHHbIX TEXHOMNorum, MoryT 6biTb
BKMIOYEHbI:

Mepbl no ngeHTnrKaumm n ayteHTndunkaumm cybbekTos goctyna n o6beKkToB goctyna
JAOMXKHbI obecneunBaTtb NpucBoeHne cybbektam 1 obbekTaM 4OCTyna YHUKanbHOro
npusHaka (naeHTnurkaTopa), cpaBHEHUE NPEeabABIAEMOro cyobekToM (06 beKTOM)
AocTyna naeHTndmkaTopa ¢ nepeyHeM NPUCBOEHHbIX MOSHTUPMKATOPOB, a TaKKe
NPOBEPKY NPUHAANEXHOCTN CYOBLEKTY (00BeKTy) AocTyna npeabABNEeHHOro MM
noeHTudukaTopa (NoATBepXKAEHME NOANNHHOCTNY);

Mepbl No ynpasneHuio oCTynoMm cyObekToB AocTyna K o6bektam AoCTyna AOMKHbI
obecneunBaTb ynpasneHne npasamy 1 npusunernsMyn cybbLeKToB AoCTyna,
pasrpaHMyeHne goctyna cyObekToB f4ocTyna K obbektam A4oCcTyna Ha OCHoBe
COBOKYMHOCTWN YCTAHOBMEHHbLIX B NH(POPMALMOHHON CUCTEME NpaBun pasrpaHnyeHus
AOCTyna, a Takke obecnevnsaTb KOHTPOMb 3a cobniogeHnem 3Tux npasus,

Mepbl No orpaHn4YeHmnio NPorpaMMHON cpeabl AOMKHbI obecneynsaTb YCTaHOBKY U (UNK)
3anycK TOMNbKO pa3peLUeHHOro K NCMNofb30BaHMIO B UHADOPMaLMOHHON cUcTeMe
nporpaMmHoro obecneyeHnss Nnn NCkNioYaTb BO3MOXHOCTb YCTAHOBKM M (UNK) 3anycka
3anpeLLEHHOoro K UCNomb30BaHMD B MHOPMALMOHHON CUCTEME NPOrpaMMHOro
obecneyeHus;

Mepbl No 3awWmuTe MaWMHHBIX HOCUTENEN NepcoHanbHbIX AaHHbIX (cpeacTs 0b6paboTku
(XpaHeHus) nepcoHanbHbIX AAaHHBIX, CbEMHbIX MALWMHHBLIX HOCUTENEN NePCoHanbHbIX
AaHHbIX) AOMKHbI UCKMNIOYaTb BO3MOXHOCTb HECAHKLUNOHUPOBAHHOIo A0CTyNa K
MaLWMHHbLIM HOCUTENSAM M XPaHALWUMCS HA HUX NEPCOHAaNbHbLIM AAHHbLIM, a TaKXe
HeCaHKLMOHMPOBAHHOE UCNOMb30BaHME CbEMHbIX MAaLLMHHbIX HOCUTENEN NePCOoHanbHbIX
AAHHbIX;

Mepbl no pernctpauymm cobbiTnii 6e3onacHocTn AoMKHbl obecnevnsaTb cb6op, 3anuchb,
XpaHeHne n 3awmTy nHdopmauumn o cobbiTnsax 6GeszonacHoCTN B MHOPpMaLMOHHON
cucTeme, a Takke BO3MOXHOCTb MPOCMOTPpA M aHanmsa nHdopMaumm o Takmx cobbiTmsax
N pearmpoBaHne Ha HuX;

Mepbl N0 aHTUBMPYCHON 3aLuuTe AOMKHLI 0becneymBaTb OOHapyxeHue B
NHOOPMALMOHHON CUCTEME KOMIMBIOTEPHBIX NPOrpaMm NMbo MHOW KOMNbLIOTEPHOMN
HGOpMaUmn, NpegHa3HaYeHHON ANs HECAaHKUNOHMPOBAHHOIO YHUYTOXEHUS,
GnokupoBaHnsi, MogmuduKaummn, KONMPoBaHMA KOMNLIOTEPHOW MHPbopMaumnn nnn
HeliTpannsaumm cpeacTs 3almuTbl MHOPMaLMK, a TaKke pearmposaHne Ha
obHapy»XeHue 3TuX NnporpamMmm 1 nHdopmauuu;

Mepbl no obHapyxeHnto (NpeaoTBpaLLEHMIO) BTOPXXEHWI AOMKHbI obecneymBaTb
obHapyxeHue oencTBnii B MHpOPMaLIMOHHON cUCTeME, HanpaBeHHbIX Ha
HeCaHKUMOHMPOBaHHbIN AOCTYN K MHAopMauun, cneyunarnbHble BO3AENCTBUS Ha
NHMOPMAUMOHHYIO CUCTEMY U (MUNK) NePCoHarnbHbIE AaHHbIe B Lenax AobbiBaHus,
YHUUTOXEHUS, NCKaXXeHUA 1 BNOKNMpoBaHNS AOCTyNa K NepcoHanbHbIM AaHHBIM, a Takke
pearmpoBaHue Ha 3Tn AeNCTBUS;

Mepbl MO KOHTPOIIO (aHanu3y) 3almeHHOCTU NepcoHanbHbIX AaHHbIX OOMKHbI
obecneunBaTb KOHTPOMb YPOBHS 3ALLMLLEHHOCTU NEPCOHAamNbHbIX AaHHbIX,
obpabaTbiBaeMbIX B MHPOPMaLMOHHON cucTeme, nyTeMm NpoBedeHns cucTeMmaTnyecknx
MepOonpUATMA NO aHanu3y 3alMLLEHHOCTU NHPOPMALMOHHON CUCTEMBI N TECTUPOBAHNIO
paboToCnoCOBHOCTU CUCTEMBI 3aLLMTbl NEPCOHANbHBLIX AaHHbIX;

Mepbl no obecneveHnio LenoCTHOCTM MHAOPMALNOHHON CUCTEMbI U NEPCOHANbHbIX
AaHHbIX OOMKHbI o6ecneynBaTtb OB6HapyXeHne PakToB HeCaHKUMOHNUPOBAHHOMO
HapyLeHUsa UenoCTHOCTU MHAPOPMALNOHHOM CUCTEMBI U CoAEePKaLUNXCS B HEN
nepcoHarnbHbIX AaHHbIX, 8 TaKkKe BO3MOXHOCTb BOCCTAHOBMNEHNSI MHPOPMaLMOHHOM
CMCTEMBI U coaepXKaLLmMXCsl B HEW NepCcoHarbHbIX AaHHbIX;
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Mepbi no obecneyeHnio JOCTYMHOCTU NEPCOHANbHbIX AaHHbIX AOMHKHLI 06ecnevnsaTb
aBTOPW30BaHHLIN AOCTYN Nonb3osaTenei, MeLmMX npasa no JocTyny, K
nepcoHanbHbIM AaHHbIM, cogepXammMmca B MHPOPMaLMOHHON CUCTEME, B LUTATHOM
pexume yHKLMOHMPOBaHNA NHPOPMaLNOHHOW CUCTEMI;

Mepbl no 3awmTe cpefbl BUpTYyanmsauum JOMKHbI UCKNIOYATb HECAHKLMOHUPOBAHHbIN
[OCTYN K NepcoHanbHbIM AaHHbIM, 0B6pabaTbiBaeMbIM B BUPTYarnbHON MHAPACTPYKTYpPE,
N K KOMMOHEHTaM BUPTYyanbHOW MHAPaCTPYKTYpbl U (UKN) BO3AENCTBME HA HUX, B TOM
yucne K cpeacream ynpasneHus BUpTyanbHOW MHPaCTPYKTYPOA, MOHUTOPY
BMPTYarnbHbIX MaLUWH (rMNepBrU3opy), CUCTEME XpaHEHUS AaHHbIX (BKNOYas cuctemy
XpaHeHnsa obpas3oB BUPTYyanbHON UHDPACTPYKTYpPLI), CETW Nepenaym faHHbIX Yepes
aneMeHTbl BUPTyanbHOW nnn mnsnyeckon MHPacTpyKTypbl, FOCTEBBLIM OnepaLuoHHbIM
cucTteMam, BUpTyanbHbIM MallnMHaM (KOHTeHepam), cuctemMe u ceTn pennukaumu,
TEPMUHANbHLIM N BUPTyanbHbIM YCTPONCTBAM, a TakKe CUCTEME PE3EPBHOro
KONMMPOBaHWSA 1 CO3aBaeMbIM €10 KONUAM;

Mepbl NO 3almTe TEXHUHECKNX CPEACTB AOMKHbI MCKMIOYATh HECAHKLMOHUPOBAaHHbII
OOCTYN K CTauMoHapHbLIM TEXHUYECKUM cpeacTBam, obpabaTbiBalowm NnepcoHanbHble
JaHHble, cpeacTBaM, obecneunBalowmMM PYHKLMOHMPOBAHNE NHOPMAaLIMOHHOM
cucTeMsbl (fanee - cpeacTea obecneyeHns pyHKUMOHUPOBAHNS), U B NOMELLEHUS, B
KOTOPbIX OHN NOCTOAHHO PaCNONOXEHbI, 3aUTy TEXHUYECKUX CPEACTB OT BHELLUHMX
BO3AENCTBUIA, @ TaKKe 3anTy NePCOoHarnbHbIX AaHHbIX, NPeaCcTaBNeHHbIX B BUae
NHOPMAaTUBHBIX dNEKTPUHECKUX CUTHANOB 1 PU3NYECKUX NONew;

Mepbl no 3almTe NHDOPMALIMOHHON CUCTEMBI, e CPEeACTB, CUCTEM CBA3N U Nepeayn
AaHHbIX JOMKHBI 0BecneynBaTh 3aWUTy NEPCOHaNbHbLIX AaHHbIX NPpW B3aMMOAeRCTBUM
MHOPMaLMOHHON CUCTEMBI UMW €€ OTAENMbHBLIX CETMEHTOB C MHLIMN
WNHOPMALIMOHHBIMU CUCTEMaMKN U MHAOPMALMOHHO-TENEKOMMYHMNKALMOHHBIMU CETAMMU
nocpencTsoM NPUMEHEHUS apXUTEKTYpPbl NHPOPMALMOHHON CUCTEMbI U NPOEKTHBIX
peLueHuniA, HanpaeBneHHbIX Ha obecnevyeHne 6e3onacHOCTV NEPCOHaNbHBIX AAaHHbIX;
Mepbl MO BbIABMEHUIO MHUNOEHTOB U pearMpoBaHUIo Ha HUX AoNXkHbl obecneunsartb
obHapyxeHne, naeHTUMMKaLmMIo, aHanms MHUMAEHTOB B MHGOPMALMOHHOM cucteme, a
TaKKe NPUHATME Mep NO YCTPaHEHUIO U NpeaynpeXaeHnto MHUMAEHTOB;

Mepbl no ynpaeneHuio KoHdurypauymen nHdopmMmaunoHHOM CUCTEMbI U CUCTEMBI 3aLLUTHI
nepcoHanbHbIX AaHHbIX AOMKHLI obecnevnBaTb ynpaBneHne N3MeHeHnAMN
KOHUrypaumm nHoOpMaLnoHHOW CUCTEMBbI U CUCTEMBI 3aLLMTbl NEPCOHANBbHBLIX AaHHbIX,
aHann3 NoTeHuManbHOro BO3AeNCTBUA NNaHnpyeMbiX U3MEHEHMIA Ha obecneyeHne
B6e3onacHOCTN NepcoHanbHbIX JaHHbIX, @ TaKKe OOKYMEHTMPOBaHUE 3TUX N3MEHEHWIA.

3.2.Peanusauus mep no obecneyeHuto 6esonacHoctu MOH

Ans peann3auum ykasaHHblX Mep no obecneyeHnio 6e3onacHOCTM MOryT MPUMEHSTLCS
MEXCETEBbIE ‘3KpaHbl, CUCTEMbI 0BHapPYXeHVS BTOPXXEHWI, CpeAcTBa aHann3a 3alULLEeHHOCTH,
cneunanu3mpoBaHHbIE KOMMMEKChI 3alUMThl M aHann3a 3alMLLEHHOCTU MHpopMaLUK.

Ans 3awmTtel MOH; npeacTaBneHHbIX B BUAE UHMOPMATUBHBIX 3MEKTPUYECKUX CUrHanoBs W
dvsnyeckux nonei  MOryT nNpPUMEHATbCA crnegylowue metogbl U cnocobbl  3alWmThbl
NHopmaumu:

NCNoNb30BaHNE TEXHNYECKUX CPEACTB B 3aLUMULLIEHHOM UCNOMHEHNY,
ncnonb3oBaHUe CpeacTs 3almTbl MHopMmaumy, NpoLeaLlmnxX B YCTaHOBNEHHOM Nopsake
npoueaypy oLUeHKN COOTBETCTBUS;

pasmelLeHne 06bEKTOB 3alnTbl B COOTBETCTBUM C NPEANMCaHNEM Ha aKCMNyaTaumio;
pasMeleHne NoHMXalWwmx TpaHCOPMaTOPHbIX MOACTAHUMIA 3ANEeKTPONUTaHUa W
KOHTYPOB 3a3eMNEeHNA TEXHUYECKNX CPEeACTB B Npegenax oXxpaHAaeMonm TeppUTopun;
obecneveHne pasBA3KM LUENeill 3NeKTPonUTaHUs TEXHUYECKUX CPeacTB C NOMOLLbIO
3aWnTHBLIX hUnbTPOB, Bnokupylowmx (NogaBnsoWmx) MHOOPMATUBHLIA CUrHAN;
obecneyeHne aNEeKTPOMarHUTHON pasBA3KM MeXAy NMHUAMU CBA3U U ApYyrMMMK Liensimm
BCNoOMoraTenbHbIX TEeXHUYECKUX cpeacts M CcUCTeM, BbIXOAAWMMW 32 npegens
OXpaHAeMOon TeppuTopun, N UHMOPMALIMOHHBIMU LIENsMK, MO KOTOPbIM UMPKYNMpyeT
sawmLaemas nHdopmauus.



Bo3amoxHble meToabl M cnocobbl 3awuTtel [MH, npeacTtaBneHHbIX B BUAE aKyCTUYECKOIA
(pe4eBoit) MHhopMaLMK, 3aKYalTCa B peanusaunn opraHM3aunoHHbIX U TEXHUYECKUX Mep
ansa obecnedeHns 3BYKOU3ONAUMM Orpaxcaalolinx KOHCTPYKUUIA MOMELLEHWNA, B KOTOPbIX
pacnonoxeHa nHpopMaunoHHaa cuctema, UX CUCTEM BEHTUNALUA U KOHONUMOHUPOBAHUS, He
NO3BONSAIOLLEN BECTU MPOCNyLWNBAHNE aKyCTUYECKON (pe4yeBoi) MHopmMauum nNpmn rofoCoBOM
BBOOE MNEpPCOHanbHbIX JdaHHbIX B WHHOOPMAUMOHHOW CUCTEME WM  BOCMPOM3BEAEHUU
nHdopMaumm akyCTUHECKUMN CpeLCTBaMU.

3.3.0cHOBHbIe NPUHLUMNbI OnpeAeneHus akTyanbHbIX yrpo3 6e3onacHoctu NOH

Boibop un peanusauma wmep no obecnedeHuto OGesonacHoctn [MAn B  WCHOH
OCYLLIECTBNAOTCA HAa OCHOBE yrpo3 6e3onacHOCTU nepcoHanbHbIX AaHHbIX, obpabaTbiBaembix
Onepatopom, BbisiBNeHHbIX B Mogenu yrpos 6esonacHoctu [MAH(ganee - Mogenb yrpos), a
TaKKke B 3aBUCMMOCTUW OT YPOBHA 3awuweHHoctu [1H, onpeaeneHHoro B COOTBETCTBUMN C
MocTtaHoBnexnuem lMNpasutenbctBa oT 01.11.2012 r. Ne 1119 «O6 yTBepxaeHun TpeboBaHuin K
3aluTe nepcoHanbHbIX JdaHHbIX npy ux ob6paboTke B MHMDOPMAUUOHHBLIX CUCTEMAX
NepCoHanbHbIX AAaHHbIX».

Mogesib yrpos paspabarbiBaeTca Ha OCHOBE CneayroLnmx MeToguy4eckux 4OKYMEHTOB:

e basoBas mogenb yrpo3 6e3onacHOCTM nepcoHanbHbIM AaHHbIM nNpu obpaboTke B
NHPOPMALIMOHHBIX CUCTEMAX NepcoHanbHbIX AaHHbIX, YTBEPXAEHHON 15 cheBpansa 2008
r. samectutenem anpekropa PCTIK Poccuu;

e MeToauka onpeaeneHus akTyanbHbIX yrpo3 6€30nacHOCTU NepcoHanbHbIX AaHHbIX NpU
06paboTke B MHPOPMALMOHHBLIX CUCTEMaxX NEepCOHanbHbIX JaHHbIX, YTBEPXAEHHOW 14
deBpana 2008 r. samecTutenem gupektopa PCTIK Poccun.

ns Bbibopa 1 peanusaunun mep no obecneveHuto 6esonacHoctn MNAH B UCIMOH OnepaTtopa

HasHayaeTca OTBETCTBEHHbIN 3a 3awmTy uWHGoOpMauMnm B WMHGOPMALMOHHBIX cucTeMax
nepcoHasnbHbIX AaHHbix(aanee - OTBETCTBEHHbIA 3a 3awmnTy). OTBETCTBEHHbLIA 3a 3aluTy
Takke coctansaet u Mogenb yrpos.

MepuogmyHocTb Nnepecmotpa Mogenu yrpos ansa kaxagon NCIM O+ OnepaTtopaonpeneneHa B

nyHkTe 3.5. aaHHon MonuTuku.

3.4.0npepeneHue ypoBHS 3awmuweHHocTu MNOH

Mpu obpaboTke NepcoHanbHbIX AaHHbLIX B MHPOPMALMOHHBIX CUCTEMAaX yCTaHaBNMBaKTCSA
ypoBHu 3awmiieHHoctn [M0H, obpabatbiBaembix B NCIOH OnepaTopa, B COOTBETCTBUAM C
MocTtaHoeneHuem lNpaButensctBa oT 01.11.2012 r. Ne 1119 «O6 yTBepxaeHumn TpeboBaHuUi K
3alnUTe nepcoHanbHbIX AaHHbIX MpuM ux o00paboTke B MHMPOPMALUMOHHLIX CUCTEMAX
nepCcoHanbHbIX AAHHbIX».

Mpu 3TOM yunTbIBalOTCA cneaytoLlime ncxogHole xapakrepuctukun UCIMOH:

e KaTeropus obpabaTbiBaembIix B MHHOPMALMOHHON CUCTEME NEPCOHANbBHbIX AAHHbIX;

o obObem - obpabaTbiBaeMbIXx  NEPCOHANbHbIX  AAHHbIX  (KOJIMYECTBO  CyGBLEKTOB
nepcoHanbHbIX [aHHbIX, NepcoHanbHble [AaHHble KOTopbiX oOpabartbiBaloTcs B
NHOPMaUMOHHOW cucteme);

e 3ajaHHble onepaTopoM napameTpbl ©€30MacHOCTU  MEepPCOHanNbHbLIX  OAHHbIX,
obpabaTbiBaeMbIx B MHHOPMALMOHHON CUCTEME;

e Tun yrpo3 6esonacHocTu NH, akTyanbHbIX ANs HPOPMaALMOHHON CUCTEMBI;

e KaTeropusi cyobektoB [M[H, 4bn AaHHble obpabaTtbiBaoTca OnepaTopom. ITO MOryT
ObiTb coTpyaHukn Onepatopa unu  wuHble cybwektol [1H, He saBnsowmecs
COTpyOHVNKaMMU.

Mo pesynbTaTam aHanusa UCXoAHblX AaHHbIx kaxaon MCIOH Onepatopa npuceanBaeTcs
COOTBETCTBYIOLMIA ypoBeHb 3awyuiieHHocTn MNOH n coctaBnaeTcs «AKT onpeaeneHns ypoBHA
sawmuwenHHoctn [OH, npm ux obpabotke B WCIIOH», yTBEpXOAeMbli PYKOBOAUTENEM
Onepartopa.

YpoBeHb 3aLLMLLEHHOCTM NEPCOHanbHbIX AAaHHbIX MOXET OblTb NEPECMOTPEH:

e no pelseHuto OTBETCTBEHHOro 3a 3aliMTy Ha OCHOBE NPOBEOEHHOro MM aHanusa u

OLEHKM yrpo3 6e3onacHOCTM nepcoHanbHbIX AaHHbIX C yd4eTom ocobeHHocTel u (Mnu)
n3mMeHeHnin KoHkpeTHon NCTOH;



e MO pesynbTaTtaMm MeponpuUATUA NO KOHTPOMIK 3a BbiNofHeHMeM TpeboBaHun K
obecnevyeHnio 6Ge30NacHOCTU MEPCOHanbHbIX AAHHBIX nNpuM  KUX ob6paboTke B
NHPOPMALIMOHHON cUCTEME.

3.5.NnaH meponpusaTU no ob6ecneyeHuro 6ezonacHocTu NMAH
Ans obecneuyeHns 6e3o0nacHOCTM NEpPCoHanbHbLIX AaHHbLIX, oBpabaTbiBaembixOnepaTopom,
NOMKHbI ObITb BLINONHEHLI PpaboThl, B COOTBETCTBUW C YKA3aHHLIM HUXKE NNnaHoM:

MeponpusiTiie [NepnoanyHoCTb
o MeponpuaTUs
OpraHu3auMoHHbIe MeponpuUATUS
Ob6cnepoBaHne MHOOPMAUMOHHbBIX CUCTEM NEPCOHANbHBIX AAHHbIX PasoBoe
Onpepenenue nepeyvns NCIMOH Pasosoe
OnpepeneHne obpabaTbiBaemMblx [1H 1 06bEKTOB 3aLNTbI PasoBoe
OnpegeneHne kpyra nuy ydacteyowwmx B obpabotke MNAH PaszoBoe
OnpeaeneHne oTBETCTBEHHOCTM NUL, y4acTBYHOLWNX B 0BpaboTke PasoBoe
OnpepgeneHune npas pasrpaHnyeHns aoctyna nons3osatenen UCIQH, Pasosoe
HeobXxoAnMbIX AN BbIMONMHEHNSA OOMKHOCTHLIX 06S3aHHOCTEN

HasHauyeHune oTBeTCTBEHHbIX 3a 6e3onacHocTbCTIH 1 opraHnsaumio

PasoBoe
obpaboTtku MNOH
OnpepeneHune ypoBHSA 3awmweHHocty MNAH ang BceX BoissneHHbix UCTAH PasoBoe
YcTtaHoBneHne KOHTponupyemon 3oHbl Oneparopa PasoBoe
BbliaeneHve cneumanbHbIX nomelleHnn Onepartopa Ans yCTaHOBKU
annapatHbIx cpeacte UCTOH ¢ uenbio ucknoveHns HCA k UCMAOH nuu, He PasoBoe
AonyuweHHbIX K obpaboTke MNMAH
OpraHunsauus peXxumMa n KOHTponsa AocTyna (oxXpaHbl) B NOMELLEHUS, B Pasosoe
KOTOPbIX YCTAHOBMNEHbI annapaTtHble cpeacrtsa UCTIOH.

OpraHunsauus nopsiaka pe3epBHOro KoNMpoBaHUSA TBepable HOCUTENN U PasoBoe

BOCCTAHOBMEHUS 3alUMLLIAEMON MHhOpMaLMK
Beenexue B aenctane MHCTpykumm no sawmte UCT1OH PasoBoe
OpraHunsaumsi MHPOPMUPOBaHUS N OBYHEHUSA COTPYAHMKOB O NOpsake

06paboTkun 1 sawmTsl MAH Pasosoe
PaspaboTka AOMKHOCTHBIX MHCTPYKUMIA 0 nopsiake obpaboTkm MNOH n PasoBoe
obecneyeHnn BBEAEHHOTO pexvmMa 3amTbl
PaspaboTka MHCTPYKUMIA O AeiCTBUN B Cry4ae BO3HUKHOBEHUA Pasosoe
BHELUTATHbLIX CUTYaLMIA

PaspaboTka nonoxeHns 06 obpaboTke un sawmTte MNAH B UCIMNAH PasoBoe

o . Onepartopa
YTBepxaeHue Nonutukn 6e3onacHOCTU NepcoHanbHbIX AaHHbIX PasoBoe
OpraHusauus xypHana yyeta obpaleHunii cybwekTos H PasoBsoe
OpraHusaums nepeyHs No y4eTy TEXHUYECKUX CPEACTB U CPeACTB 3allnThI, PasoBoe

a TakK XXe AOKYMEHTauuu K HAM

OpraHusaums oxpaHbl Ans nponycka cybbeKkToB B KOHTPOMUPYEMYIO 30HY Pasosoe

Onepatopa

TexHU4Yyeckue MeponpuaTUA
BHeapeHne TEXHNYECKON CUCTEMbI KOHTPOMA AOCTYNa B KOHTPONMpPYEMYIO PasoBoe
30HY U NOMeLLeHns

BHeapeHne TexHUYECKON CUCTEMbI KOHTpOnA agoctyna K obvekram UCTMOH PasoBoe
YCcTaHOBKa »an3un Ha OKHa PasoBoe
BHeppeHue pesepBHbIX (AyBNUpyoLnMX) TEXHUYECKUX CPEACTB KMoYeBbIX PasoBoe

anemeHTtoB UCT1OH
MeponpusaTusa no BHeapeHUto U koHTponto C3MOH
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MNepnognyHocTb

Meponpustue
MEPONPUATUS
BueapeHnue cuctemsbl 3awmtol ot HC Ha pabouymx ctaHuusax u cepeepax PasoBoe
OnepaTtopa
BHeapeHue cuctembl aHTUBUPYCHOW 3aLLUUThI PasoBoe
BHegpeHue cpeacTB MEXCETEBOIO 3KpaHUPOBaHUSA PasoBoe
BHeapeHue cpegcts aHanusa 3awuueHHOCTH Pa3soBoe
BHeapeHue cpeactB 0bHapyXeHUS BTOPXEHUI PasoBoe
CospgaHue xypHana BHyTpeHHUX npoBepok obecneveHns 6e3onacHocTu ExeMECSUHO
MAH v nogaepXaHne ero B akTyansHOM COCTOSAHUM
KoHTponb Hag cobntogeHmem pexvuma obpadotku MNOH ExeHepgenbHO
KoHTponb Hag cobnogeHem pexuma sawutol T10H ExegHeBHO
KoHTponb Hag, BbINONTHEHUEM aHTUBUPYCHOM 3aLUMTbl Ha pabodnx ExeHenenbHo
cTaHuusix u cepeepax OnepaTopa
KoHTponb Hag cobntogeHmeM pexuma 3auTbl NpyU NOAKNIOYEHUMN K CETSAM ExXeHenenbHo
obuiero nonb3oBaHuA U (Unn) mexagyHapogHoro obmMeHa
MNpoBepeHne BHYTPEHHUX NPOBEPOK Ha NpeaMeT BbIIBNEHUSA USMEHEHUIA B
ExerogHo
pexume 06paboTku u 3awmTsl [NOH
KoHTponb 3a 0OHOBNEHUAMU NporpaMMHOro obecneveHus, NpUMMeHAEMoro
ExeHepgenbHO
Ha obwekTax CMOH
KoHTponb 3a o6ecneveHnem pes3epBHOro KoNnupoBaHus ExemecsayHo
OpraHusauusi aHanusa n nepecmMoTpa akTyarnbHbIX Yyrpo3 6esonacHocTu ExeronHo
MAH, a Tak e NporHo3 NosBNEHNA HOBbLIX yrpo3 besonacHocTy MNOH
MoaaepxaHue B akTyanbHOM COCTOSIHUM HOPMaTUBHO-OPraHU3aunoHHbIX ExXEMECHUHO
OOKYMEHTOB
KoHTponb 3a pa3paboTKon U BHECEHUEM U3MEHEHWUI B MpOrpaMmMHoe
obecneueHne OnepaTopa unu wratHoe 10, gopabatbiBaemoe ExemecsadHo
cobCTBEHHBbIMU pa3paboTYMKaMn Unu CTOPOHHUMU OpraHu3aunaMu
KoHTponb 3apeanusauuei npasun cdunstpauum Ha M3, HacTpoek
cuctembl 3awmTbl oT HC/, cuctembl 3auTbl OT BUPYCOB, CUCTEMBI ExemecsauHo

O6H8pY>K€HVIFI BTOp)KGHVIVI M aHanmsa 3alneHHOCTH




4. 06ecnevyeHue 6e30NacHOCTU NepPCOHarnbHbIX AaHHbIX

4.1.CocTtaB mep no obecneuyeHuro 6eszonacHocTu NMNOH B UCTAOH

BbiOpaHHble Mepbl no obecnevenuto GesonacHocty [MOH pomkHbel obecnevyusBaTtbhb
HENTpanusauunio npeanonaraemblXx yrpo3 6e30nacHOCTM MNepCOoHAanbHbIX AAHHbLIX, NpU WX
obpabotke B WCIOH Onepatopa u nexatb BOCHOBE peanusauun CUcCTeMbl 3awuThbl
nepcoHanbHbIX AaHHbIX Onepartopa, KoTopas cTpouTca Ha ocHoBaHuu Mogenu yrpos, npoekTa
CuctemMbl 3awnTbl NepcoHanbHbIX AaHHbIX, obpabaTbiBaeMbix B NCTQH OnepaTopa, a Takxke
pykoBoaswmx gokymeHtos PCTIK n dCE Poccuu.

BbibpaHHble meponpusatusa no 3awute lNAOH oTpaxatotrca B OnucaHun CUCTEMBbI 3aLUThI
nepcoHanbHbIX AaHHbIX, obpabaTtbiBaembix B UCIAOH OnepaTtopa.

Ans sawmtel ot HCA k MNAH Ha pabouux ctaHumax u cepeepax Onepartopa, ucxoas 13
Tpebyemoro ypoBHs 3awuuieHHoct WCTOH, Heobxooumo npuHATUE chneaywwmx mep no
obecneueHno 6esonacHocTy MNAH:

NoeHTndukauua w ayTeHTUvKkaums nonb3oBaTenen ssnsowmnxcsa paboTHUKamu
OnepaTopa;

YnpasneHve naeHTudUKkaTopamu, B TOM YUCNE CO3OAHUE, MPUCBOEHUE, YHUUTOXEHUE
NOEHTUPUKaATOPOB;

YnpaBneHve cpeactBaMmv  ayTeHTUdUKauMM, B TOM 4UCNE XpaHEHWe, BblOaya,
nHMUManusauvs, 6nokupoBaHue CpefcTB ayTeHTUdUKaUMM U NpuHATUE MEP B criyyae
yTpaTtbl 1 (MUNK) KOMAPOMETaLUMN CPeacTB ayTeHTUuduKauum;

3aura obpaTHO CBSA3W NPV BBOAE ay reHTUAOMKALIMOHHOM UHApopMaLmu;

NaoeHTndukaumsa v ayteHTudukauusa nonb3oBaTenen, He SABRAWMXca paboTHMKaMu
oneparopa (BHELLHVX Nonb3oBaTenei);

YnpaeneHve (3aBegeHve, aktnBauusi, ONOKMPOBaHME W YHUYTOXEHWUE) YYETHBIMU
3anncsaMun Nonb3oBaTenei, B TOM YUCNe BHELUHWX MOfb30oBaTeENEN;

Peanusauua HeobxogumMbIX METOA0B (ANCKPELWNOHHBIA, MaHOATHbLIA, PONEBON NN UHOM
MeTon), TUNoB (YTEHWEe, 3anncCb, BbINOMHEHUE WAW WHOW TUN),NpaBuUn pasrpaHUYeHus
JocTtyna,;

YnpasneHuve (dbunbTpayus, MapLupyTM3auus, KOHTPONb COeaNHEHUN,
ogHoHanpaBfeHHas nepefadya u wHble cnocobbl ynpaBneHusl) WHGOPMALMOHHLIMU
noTokamu Mexay YCTpOMCTBaMu, CErMeHTamy MHMOPMALMOHHON CUCTEMbI, a TaKKe
Mexay UHOPMAaLIMOHHBbIMWU CUcCTEMaMU;

Pasgoenenne nonHomMouuin (ponen) nonb3oBaTenen, agMUHUCTPATOPOB W nuu,
oGecneynBaoLLMx PYHKLMOHNPOBAHUE UH(OPMALIMOHHON CUCTEMBI;

HasHauyeHne MUHUMaANbHO HEOOXOAUMbBbIX nNpPaB W  NPUBUNEMMIA  NONb30BaTENSM,
agMuUHUCTpaTopam u nuuam, obecnevmsarowmnmMm QPyHKLMOHNPOBaHUE MHOPMALNOHHOM
CUCTEMBI;

OrpaHu4eHne HeycnellHbIX MOMbITOK BXoAa B WMH(OPMAaLMOHHYI0 cucTeMy (focTyna K
VNH(OPMALIMOHHON CUCTEME);

Peanusaunsa sawmueHHOro yaaneHHoro poctyna cybbektoB goctyna K obbektam
A0CTyna Yepes BHeLUHUe NHMOPMaLMOHHO-TENEKOMMYHUKALIMOHHbIE CETH,

YnpaBneHve B3auMOOENCTBUEM C  VHOPMALUMOHHBLIMU  CUCTEMAMU  CTOPOHHUX
opraHvusauuii (BHeLWHNE NHGOOPMALIMOHHbIE CUCTEMBI);

Onpepenexve cobbiTii 6e3onacHoOCTW, nognexawmx perucrtpauum, M CpPOKOB UX
XpaHeHus;

OnpegeneHve coctaBa W cofepXaHus wuHdopMauum o cobbiTuax 6GesonacHocTw,
nognexawimx perucrpauuu,

Cbop, sanucb u XxpaHeHve wuHcdopmauum o cobblTuax 6e30nacHOCTM B TedeHue
YCTaHOBNEHHOIO BPEMEHU XpaHEHUS;

3awuta nHdopmauyum o cobbiTuax 6esonacHocTy;

Peanusauunsa aHTMBUPYCHON 3aLUTHI;

O6HoBneHne 06a3bl AaHHbIX MPU3HAKOB BPEAOHOCHBIX KOMMbIOTEPHbLIX NporpamMmm
(BUpycoB);
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OpraHunsaunsa KOHTpONUpyeMmoWn 30HbI, B npeaenax KOTOpOW MOCTOSIHHO pasMeLLakTcs
cTauMoHapHble TexHuveckne cpeacrtsa, obpabaTbiBalolime nHboOpMauuw, U cpeacTsa
3awmTbl nHdopMaumm, a Takke cpeacTsa obecnedeHmsa pyHKUMOHNPOBAHUS;

KoHTponb 1 ynpasneHne gpusnyeckum JoCTynom K TEXHUYECKMM CpeacTBaMm, CpeacTBam
3awmTbl  MHpopMauun, cpeactsam obecnedeHus YHKUMOHMPOBaAHUA, a Takke B
NMOMELLEHN W  COOPYXEHUs,, B KOTOPbIX OHW YCTaHOBNEHbI, MWCKMYawLmne
HEeCaHKLUMOHNPOBaHHbLIN huandeckun goctyn K cpeactsam ob6paboTkum uHcopmauum,
cpeacteam 3aliuMTbl MHopMauunm u cpeacteam obecneveHus yHKUMOHUPOBAHUA
MH(POPMALMOHHON CUCTEMBI, B TMNOMELLUEHUA W COOPYXEHWS, B KOTOPbIX OHU
YyCTaHOBIEHb!,

PasmelleHne ycTponcTB BblBofa (oToOpaxeHus) unHdopmMauuu, WUcKnvawllee ee
HEeCaHKLNOHNPOBAHHbIN NPOCMOTP;

KoHTponb ycTaHOBKM OOHOBMEHMW MporpaMMHOro obecneveHus.Bknw4yas obHOoBneHue
nporpaMmmHoro obecnevyeHns cpeacTs 3alumTbl nHpopmaumy,

KoHTponb  paboTocnocobHocTn, napameTpoB  HaCTPOWMKM M NpPaBUSIbHOCTU
hYHKUMOHNPOBaHNA NpOorpamMmmHoro obecneyeHns u cpeacTs 3awmThl MHopMmaLuK;
KoHTponb cocTaBa TeXHUYECKUX CPeacTB, NporpamMHOro obecneyeHns u cpeacrts
3aWuTbl UHOpMaLmK;

ObGecnevyeHne 3awWuTbl NEepcoHanbHbIX OaHHbLIX OT packpbiTMa, Moaudmkauum wu
HaBA3blIBaHWA (BBOAA NOXHOW nHopmMaunn) npu ee nepegade (NoaroToBke K nepegade)
NO KaHanam CBA3WN, UMEILUM BbIXO 3a npedernbl KOHTPONUPYEMON 30Hbl, B TOM Yncne
GecnpoBoAHbLIM KaHanam CBA3N.

4.2.CocTaB AONONMHUTENbHbLIX Mep no obecnevyeHuto 6esonacHocTu NMAH 8 UCTMOH

Kpome mep no obecnevennio 6esonacHoctu MAH B WCIOH Take Heobxoammo:

OTBeTCTBEHHOMY 3a 3awWwuTyaHanusupoBaTb M MNpocMaTpuBaTb perucTpupyemble
cuctemort 3awmutbl oT HC[ cobbitna 6esonacHOCTM Ha KOMMNbHOTEPAX U cepBepax
NCMNAH OnepaTopa Ha HanuuMe HECaHKUMOHWPOBAHHbLIX AEWCTBUA MO pPacnucaHuio,
yKasaHHOMY B nyHkTe 3.5;

OTBeTCTBEHHOMY 3a 3alnTy Ana 3PdPEeKTUBHON 3alUnUTbl OT BPEOOHOCHbLIX NporpaMmm 1
BMPYCOB Ha KoMmnbioTepax u cepsepax NCMAH OnepaTtopanpoBepATb XypHanb! CUCTEM
AHTMBMPYCHOW 3aLMTbl NO PacnUCaHMUIo, yKasaHHOMY B NyHKTe 3.5;

obecneunTb KOHTpOmnb AocTyna nonb3osatenen WCMAOH k 3awmuwiaembiM pecypcam
NCMNAH B cooTtBeTcTBUM ¢ MaTpuuein aoctyna MNMonb3osaTtener kK o6bekram NCTOH;
obecneuntb y4veT BCEX 3aluaeMblX HocuTenenm uHcgpopmauum ¢ NOMOLLULK  UX
MapPKUMPOBKU 1 3aHeceHune nx B XypHan yvyeta Hocutenen MNAH;

obecneunTb usmdeckyto oxpaHy TexHudeckux cpeacts UCIOH, npeaycmaTtpusaroLLyo
KOHTponk poctyna B nomeweHns ¢ obbektamum WNCIIOH NOCTOPOHHMX nuu, a Takke
HanMyme HaAeXHbIX NpPensaTcTBuri AN HECAHKUMOHWPOBAHHOMO NPOHWKHOBEHWUS B
xpannnuwa Masx;

obecneunTb Hanuune cpeacts BocctaHosnenma C3MOH, npegycmaTtpuBaLmx BeaeHe
ABYX KOMUI MpOrpamMMHbIX KOMMOHEHTOB CPEeACTB 3aluuTbl MHOPMaUUW, a Takke KX
nepuoanyeckoe 0O6HOBNEHNE N KOHTPONb paboTocnocobHOCTY;

YTBEPAUTb MHCTPYKLMIO NO BOCCTAHOBMNEHMIO CBOWCTB MEXCETEBOro akpaHa nocne cboes
n oTkasoB obopyaoBaHus;

obecneunTb KOHTPONb 3a peanu3auuner npasun cdunbTpauuu, npouecca perncrpauuu,
npouecca naeHtTucmkaumm n ayteHtTucmkaumm 3anpocos, npouecca uaeHTudukaumn,
ayTeHTUdMKaLmMm n perucTpaumm agMMHNCTpaTopa MeXCeTEeBOro 3KpaHa;
o6ecnevYnTbKOHTPOb 32 LIENOCTHOCTLIO Npoueaypbl BoccTaHoBneHnsa oovekros NCIOH
No pacnucaHunio, ykasaHHOMY B nyHkTe 3.5.

4.3.0pranusauusa goctyna lNMonk3osatenen UCTOH

Bce [lNonbsosatenn WCIOH pomkHbl vmeTb poctyn k pecypcam WCIMOH Tonbko B
COOTBETCTBMM C paspelleHuamn, yctaHoBneHHoiMn B MaTpuue poctyna [lMonbsoBatenein k
ob6bvekram NCTOH.
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foctyn Hosoro [lonb3oBatensa k pecypcam WCIIOH ocyuwecTBnsetcs cnegylowmm
obpasom:

o [lpoucxogut cornacosaHue poctyna [lons3oBatens k pecypcam WCIMOH u ero
pobaeneHve B Cnucok nuud, goctyn Kotopbix K [M[H, o6GpabGatbiBaembix B VCIMOH
OnepaTopa, Heobxoaum pAnsi BbINOMHEHUA CnyXebHbIX (TpyooBbiX) 00si3aHHOCTEN
OTBETCTBEHHbIM 32 3aLLMTY;

o [lponcxogut osHakomneHue [lonb3oBatena WNCIOH c lNMonoxeHnem o6 oGpabGoTke u
sawuTe MAHx, obpabarbiBaembix Onepartopom n
nognucaHunellonb3osatenemCornaweHus o HepasrnaweHuu MNAH;

o [lponcxogut cosgaHne B WCIIOH yyeTHon 3anucu [onb3oBaTtens v opraHusauusiero
poctyna k obbvekram VCIOH B cOOTBETCTBUM C paspelleHuaMU, 3acpMKCUPOBaHHbLIMU B
Matpuue goctyna lNons3oBarenein k pecypcam NCIOH.

Mpu HeobxogumocTu GnoknposaHua poctyna lNonesosatena WCIOH k pecypcam UCIIOH
(Hanpumep, B cny4yae yBonbHeHWA coTpygHuka OnepaTtopa) HeOGXOAMMO YyAanUTb YYETHYIO
3anuchb lMonb3oBaTensa u OTKOppeKTMpoBaTbCNUCOK nuu, AOCTYN KOTOPbIX K NepcoHarnbHbIM
AaHHbIM, obpabaTtbiBaembix B VCIMOH Heobxoaum Ana BbINONHEHUS cnyxebHbiX (TpyAoBbIX)
o6s3aHHOCTEN.

4.4.Mopsagok oOpaboTKKU MHUUAEHTOB 6e30MnacHoOCTH
Mopspok obpaboTtkn uHUMAeHToB 6e3onacHoct [1H onucaH B  WHCTpykumm no
opraHusauuu pesepsBupoBaHus, BoccTaHoBneHus WCIMAH u  obpabotke wMHUMAEHTOB
6esonacHoctn NCIMOH.

4.5.MopAaok BbIMONHEHUs1 NpoLeayp Pe3epBHOIo KONUPOBaHUs

Mopsipok pesepsHoro konuposaHusa MNAOH B UCIOH onucaH B VIHCTpyKUMM No opraHusaumm
pesepsupoBaHus, BocctaHoeneHus NCINOH n obpaboTtke nHunaeHtos 6esonacHoctn NCIH.
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5. Nonb3oBaTtenu UCT1OH
MoxHo BblgenuTb cneaylowme kateropum nonb3osatenen WCIMOH  OnepaTtopa,
yyqacTyowmx B obpaboTke MNAOH unu ceasaHHbIX ¢ 0bcnyxmnBaHmem obbvektos MCMNOH:
e OTBeTCTBEHHbIN 3a 3awmTy (AgMUHUCTpaTop BesonacHocTw);
e Onepatop UCIMAH;
e CneuvanucTt no nopaepxke TexHudeckux cpeacte WCIMHuM kopnopaTuBHON ceTu
(AamuHucTparop);
Ceepenunna o kateropusax nonb3osaTtenen WCIM[OH, a Takke o6 ypoBHe ux poctyna K
obwekram UCMOH pnomkHbl BbITh oTpaxeHsbl B MaTpuue aoctyna MNonb3oBaTenei kK pecypcam
ncnam.

5.1.AgMuHUcTpaTop 6e3onacHoOCTU
AomuHuctpatop  6esonacHocTy,  coTpyaHuk — Onepatopa, OTBETCTBEHHbIN  3a
dyHkunoHvposaHne C3IM[H, BknoYan obcnyxuBaHMe W HACTPOWKY afMUHUCTPATUMBHOM,
CcepBeEPHON U KNMeHTckon komnoHeHT UCTH.
AnmunucTtpaTop 6esonacHocT obnagaeT cnepyowmMm ypoBHEM AOCTyna U 3HaHWIA:

e obnapaet nonHon nHdopmauuein 06 NCIMAH;

e MMeeT OOCTYyn K cpeacTBaM 3almTbl MHGOPMaLUKN U NPOTOKONMMPOBAHUS U K YacTu
kntovesblix anemeHTos UCMOH;

e He MMeeT npaB AocTyna K KOH(UIypupoBaHWIO TEXHUYECKUX CpeacTB ceTu 3a
NCKITIOMEHNEM KOHTPOSbHbBIX (MHCNEKUMOHHbIX).

ApmuHucTtpaTop 6€30nacHOCTU YNOSTHOMOYEH:

e peanus3oBbiBaTb MNOMUTUKM Oe30NacHOCTM B YacCTU HACTPOWKU CPeAcTB 3allUThl
nHdopMaL MK, MeXCceTeBbIX 3KPAHOB U CUCTEM ODHapYXXeHUs1 aTak, B COOTBETCTBUMN C
kotopbimu Onepatop WCMAOH nosnyvaeT BO3MOXHOCTb paboTaTb C 3anemMeHTamu
NCnAaw;

e OCYLECTBMATL ayaAUT CPEACTB 3aLUMUThI;

e yCTaHaBnMBaTb [OBEPUTESbHbIE OTHOLLUEHWS CBOEN 3alUULLEHHON CEeTU C CeTaAMMU
Apyrux opraHmsauui.

5.2.0neparop UCIMNAOH
OnepaTtop UCMNAOH, coTpyaHuk Onepartopa, ocywecTtenatowmi obpaboTky MAH. O6paboTka
MAH BkniovaeT: BO3MOXHOCTb npocmotpa [14H, pyyHon Beog MAOH B cuctemy WCTAH,
dopmMupoBaHue cnpasBok M OTY4ETOB No MHGopmauuu, nonydeHHor us UCI. Onepatop He
nmeeT NOMTHOMOYMI ANA ynpasneHunsa nogcuctemamm obpabotkm gaHHbix u C3MNQH.
Onepatop UCTdH obnagaeT cnenyowmm YpoBHEM AOCTyNa U 3HAHWUIA:
e obnapaetr BcemMum  HeobOxoaumbiMu  aTpubytamm  (Hanpumep,  naponem),
obecnevnsaoLLMMKN JOCTYN K HEKOTOPOMY noamHoxecTsy MAH;
e pacnonaraet ceegeHuamu o MNIH, K KOTopbIM uMeeT [OoCTYN.
e o0b6napaet YyacTbio MHOPMaLMK O TEXHUYECKUX cpeacTBax u koHdurypauum UCTMOH;
e uMmeeT PU3NYECKUA [OCTYN K TEXHUYECKUM cpeactBaMm oOpaboTku uHdopmauun u
cpencTeam 3almThl;
e 3HaeT, N0 MeHbLLUEN Mepe, O4HO neranbHoe UMA gocTtyna.

5.3.Cneuyuanuct no noagepxke texHuyeckux cpeacts UCTIOH M KopnopaTUBHOM
cetn (AgMUHUCTpaTOP)

AgMuHucTpaTop, coTpyaHuk OnepaTopa, ocywecTsnseT obcnyxuBaHME W HACTPOWKY
nepudepuintHoro obopyaosanua NCMNOH. AgMuHucTpatop He umeeT goctyna k MNAOH, He umeet
NofMHOMOYMI AnA ynpasneHusa nogcuctemamm obpaboTkm gaHHbIx u 6e3onacHocTw.

OGnapgaeT cnegyowmm YpoBHEM A0OCTYNa U 3HAHWIA:

e obnagaeT u4acTblo MHpOpMaUMM O CUCTEMHOM W MNPUKNAZHOM MPOrpaMMHOM
obecnevennn NCIMQH;

e obnapaer 4acTbio MHpOpMaLMK O TEXHNYECKUX cpeacTBax U koHdurypauun UCMAOH;

e 3HaeT, N0 MeHbLUEeN Mepe, OAHO neransHoe UMs focTyna.
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6. TpeboBaHuA K paboTHMkam Onepatopa no obecneyeHuto 6esonacHoOCTH

nepcoHanbHbIX AaHHbIX

Bce cotpyaHukm OnepaTtopa, asnsawwmecs MNone3osatenamu WCTMOH, AOMKHbI YETKO 3HATb
N CTPOro BbINOMNHATL YCTAaHOBNEHHbIE npaBuna U ob6s3aHHOCTU NO AOCTYNy K 3alluLiaeMbim
obbekTam 1 cobnogeHNo NPUHATOrO pexnma 6esonacHocTy MNMOH.

Mpu BCTyNNEHMM B AOMKHOCTb HOBOFO COTPYAHUKA, AUPEKTOp 06s3aH opraHu3oBaTb €ro
O3HaKOMMNEHWe €  [OOMKHOCTHON  WHCTPYKUMEA U HeoOXOoUMbIMU  JOKYMEHTaMu,
pernameHTupyowmmm Tpebosannsa no 3awmte MNAH, a Takke 0OyyeHne HaBblikam BbIMONHEHUS
npoueayp, HeobxoanuMbIX ANA CaHKLMOHUPOBaHHOMO ncnonb3oBanus NCIOH.

CoTtpyaHukn OnepaTtopa

e [OMKHbl OblTb O3HAKOMNEHbl C nonoxeHnem no obpabotke u obecneyeHuro
6e3onacHOCTM NepcoHanbHbIX AaHHbIX, obpabaTbiBaembix B OnepaTopa.

e UCnNonb3ylolne TexXHUYEeCKNe cpeacTsa ayTeHTUdukaumu, [OomkHbl obecneunBaThb
COXPaHHOCTb UAEHTUUKATOPOB (SNEKTPOHHbLIX KNoyen) u He gonyckaTe HCO kK HUM 1
BO3MOXHOCTb MX YTEpU UNu Ucnonb3oBaHus TpeTbumMu nuuamu. CotpyaHuk Onepartopa
HeCcyT NepCcoHanbHy OTBETCTBEHHOCTb 3@ COXPAHHOCTb NAEHTUUKATOPOB.

e [OMKHbl CNefoBaTh YCTAHOBMNEHHLIM NpoLeaypam NOAAEPXKaHUA pexnma 6eszonacHocTh
MAH npu BbiGope M UCNONbL3OBaHWM Naponen (ecnu He WUCMONb3yKTCA TEeXHUYEecKue
cpencTea ayTeHTuduKaumm).

e [OOMKHbI obecrneumBaTb Hapgnexawlyw 3awuTty obopypoBaHus, ocTaBnsiemoro 6e3
npucMoTpa, 0CoBEHHO B TEX Cnyyasx, Koraa B NOMELLEHNE UMEIT AOCTYN NOCTOPOHHUE
nuua. Bce nonb3oBaTtenu AomkHel 3HaTb TpebosaHus GesonacHoctu MNMOH u npoueaypsl
3awmTol 0bopyaoBaHMA, OCTaBneHHOro 6e3 npucmoTpa, a Takke CBoM 00sI3aHHOCTU Mo
obecneyeHunto Takon 3aLuUThHI.

e He [OMKHbl yCTaHaBNMBaTb MNOCTOPOHHEE nNporpaMMmHoe obecneveHne, nogkniyvatb
NU4YHbIE MOBUNBHLIE YCTPOUCTBA U HOCUTENN MHPOPMALMK, @ TaKXKe 3anncbiBaTb HA HUX
3awuwaemyto nHchopmaumio.

e HE JOMKHbI pasrnawaTh 3awuuaemyio MHopmaumio TpeTbUM nuuam, KoTopas crana
nm nsBectHa npu pabote B UCIAH Onepatopa.

e npu pabote ¢ NAH B UCTOH 06a3aHbl 06ecneunTb OTCYTCTBME BO3MOXHOCTU NMPOCMOTpaA
MAH TpeTbummu nuuamm ¢ mountopos APM nnm tepmuHanos.

e npu 3aBepweHun pabotel B UCMOH o6asanbl 3awutnte APM unu TepmuHans ¢
NOMOLLbI0 BNOKUPOBKMA KMIOYOM UMW 3KBMBANEHTHOrO CPEeAcTBa KOHTPONS, Hanpumep,
[OCTYNOM MO Naponio, €Cnun He UcnonbayTea 6onee cunbHble CpeacTea 3aLUThbI.

e [OMXHbl ObITb NPONHPOPMUPOBaHLI 06 yrpo3ax HapyLeHus pexuma 6esonacHocTu MAH
N OTBETCTBEHHOCTW 3a ero HapyweHne. OHM pomkHbl ObiTb O3HAKOMNEHbI C
YTBEPXAEHHOW (popmanbHO npoueaypoit HanoXeHUss ANCUMMNNHAPHBLIX B3bICKAHWIA Ha
COTPYAHUKOB, KOTOpbIE HAapyLMnuM MNPUHATbIE NONUTUKY W npoueaypbl GesonacHocTu
nan>

e 0053aHbl 6e3 npomeaneHnsa coobwaTtb 060 BCcex Habnwgaembix UNU NOJO3PUTENBHBIX
cnyyasnx pabotsl UCIH, koTopble MoryT nosneyb 3a coboit yrpo3sl 6esonacHoctu MAH,
a Takke O BbIIBNEHHbIX UMM CcoDbITUAX, 3aTparvBatowmx 6esonacHocTb [OH,
pykoBOACTBY nogpasaeneHuns u OTBETCTBEHHOMY 33 3aLyuTy.

KoHTponb 3a cobniopgeHnem BbILLEOMNMNCAHHbIX TpeboBaHuin

coTpygHukammOnepaTopaBo3naraeTcsa  HaOTBETCTBEHHOro3a  opraHusaumio  0bpaboTku,
XpaHeHus n obecnedeHne 6esonacHocTu MNOH.
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7. DomxHocTHble 06s3aHHOocTU Monb3oBaTtenenn UCMOH
[omxHocTHble obsa3aHHocTy nonb3oBaTtenei NCIH onucaHbl B cnegyowmx AoKyMEHTax:

e WHcTpykumss OTBeTCTBEHHOro3a 3atmTy MHOpMauMM B UHGOPMALMOHHBLIX cucTemMax
nepcoHanbHbiX AaHHbIX;

e WHcTpykums none3osBaTtens no akcnnyatauuu C3MNAH;

e WHcTpykumn no opraHusaumm pesepsupoBaHusi, BocctaHoBneHus VUCINOH n obpaboTtke
uHuuaeHToB 6esonacHocty UCT1R;

e WHcTtpykuma Onepatopa NCIOH;
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8. OTBeTcTBeHHOCTL NMonb3oBartenen UCIHNOH

B cooteeTcTBUYU CO CT. 24 PenepanbHoOro sakoHa Poccuitickont ®epepauuu ot 27 nionsa 2006
r. Ne 152-03 «O nepcoHanbHbIX AAaHHBIX» NULA, BUHOBHbIE B HapyLleHun TpebosaHuii AaHHOTo
depepanbHoro 3aKoHa, HecyT rpaXkaaHCKyo, YrOSIOBHYHO, aAMUHUCTPaTUBHYIO,
AUCUMNIIMHAPHYK UM UHYI0 NpeayCcMOTPEeHHY 3akoHopaTenbcTBom Poccuiickonn depepauun
OTBETCTBEHHOCTb.

HencTeyloliee 3akoHopatenbctso P® nossonfeTr npeabasnAte TpeboBaHus  no
obecnedeHuio HesonacHoin paboTbl C 3awuw@aemMoil uHdopmaumern u npegycmaTpusaeT
OTBETCTBEHHOCTb 3a HapyLUEHWEe YCTaHOBMEHHbIX NpaBun 3kcnayatauum 3BM u cuctem,
HenpaBOMEPHbIA [OCTYNn K WHdopmauuu, ecnu 3TU [EACTBUS NPUBENN K YHUYTOXEHUIO,
BnokupoBaHuio, Mogudukaumm nHpopmaumm unu HapyLeHuo pabotsl 3BM unu cetert (ctatbu
272,273 1 274 YK PO).

AOMUHUCTPATOP 3alnTbl HECET OTBETCTBEHHOCTb 3a BCE [OEWCTBUSA, COBEPLUEHHblE OT
MMEHN €ro YYeTHbIX 3anuceil UNU CUCTEMHbIX YYeTHbIX 3anuceil, ecnu He [okasaH akT
HEeCaHKLUMOHUPOBAHHOIO UCMNOMIb30BaHUA YYETHbIX 3anucen.

Mpu HapyweHusx Monb3osatenamu WUCIOH npasun, cesizaHHbix ¢ 6e3onacHocTbio MAH,
OHU HEeCYT OTBETCTBEHHOCTb, YCTAHOBMEHHYIO AEACTBYIOWNM 3aKkoHoAaTeNnbcTBOM Poccuiickol
depnepaunu.
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